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Aims of this session

 Key Risks

 Advice 

 Reporting- The how and the who?

 Social media guidelines- Age restrictions

 Practical implementation

 Discuss the importance of communication with children and the time they are 

spending online



The Statistics

1 in 3 young people 

have seen something 

worrying or nasty 

online (NSPCC 2022)

1 in 3 children have 

been a victim of 

cyberbullying. (McAfee 

2014)

1 in 3 internet user are 

children 

(Livingstone,Carr & 

Byrne 2015)

1 in 4 children have 

experiences something 

upsetting on a social 

networking site (Social 

media study 2014) 

1 in 4 young people 

have come across 

racist or hate 

messages online 

(NSPCC)



Positive Vs Negative

Addiction

Waste of time 

Doubtful 

information

Imaginary reality 

Positives influences on 

our mind

 A lot of information

 Communication

 Education

 Entertainment

 Shopping





Risks

 Commerce

 Content

 Conduct

 Contact

 Online Bullying



Commerce

 Spam is any kind of unwanted, unsolicited digital 

communication that gets sent out in bulk. Often spam is 

sent via email, but it can also be distributed via text 

messages, phone calls, or social media.

 Children need to be able to avoid Spam. Are they able to 

identify this- You can’t rely on all Spam to end up in the 

spam bin

 In-App and Online purchases

 Pop ups and Scam websites

 Identity theft

As a school- ICT 

department has a 

Firewalls in place to 

prevent these 

occurrences.



Conduct

Online behaviour and sharing

 Children need to be aware of the impact that their online 

activity can have on both themselves and others, and how 

other people may perceive them because of what they say 

and do online.

 It’s easy to feel anonymous online and it’s important that 

children are aware of who is able to view, and potentially 

share, the information, photos and videos that they may 

posted.

 When using the internet, it’s important to keep personal 

information (that could identify who they are) safe and 

not share it with strangers.

As a school we 

have key words 

flag up on our 

system which the 

ICT department 

monitor.



Content

What children see online

 Some online content is not suitable for children and may 

be hurtful or harmful. This is true for content accessed 

and viewed via social media, online games, streams and 

websites

 Live comments and chats alongside other content 

including videos, streams and games can be hurtful, 

harmful or unreliable.

 It’s important for children to consider the reliability of 

online material and be aware that it might not be true or 

written with a bias. Photos and videos can also be edited 

or interactive.

As a school our 

firewall protects and 

bands specific 

contents that we 

children and teachers 

can’t access.



Contact

Online communication 

 It is important for children to realise that new friends 

made online may not be who they say they are and that 

once a friend is added to an online account, you may be 

sharing your personal information with them.

 If you have concerns that your child is, or has been, the 

subject of inappropriate contact or approach by another 

person (including, but not limited to, a request to meet 

up or a request image/videos) , it’s vital that you report it 

to the police via:

 Child Exploitation and Online protection centre 

(www.ceop.police.uk)



Online Bullying

Also known as “Cyberbullying”- takes place 

online or using technology
 Cyberbullying can happened in many different ways 

including unkind messages or comments, the sharing of 

embarrassing photos or exclusion from group chats/rooms.

 Children need to understand that their online actions can 

be just as hurtful as offline actions and that seeking to 

deliberately hurt or upset someone is always 

unacceptable.



Advice on Contact

 Discuss online friendships with your child- Make sure they understand that a 

person they’ve never met face to face is still a stranger. Discuss what kinds of 

information they should avoid sharing with strangers

 Ensure they know they can come to you if they have any worries of concerns.

 If you have any suspicions whatsoever about someone who is in contact with 

your child online then report it to CEOP.



Advice on online bullying

 Discuss online bullying with your child- Teach the importance of online 

respect and make sure they know they can talk to you if they have any 

worries or concerns.

 If they are a victim of this type of behaviour:

DO save the evidence

DO report to your school/the police

DO use online tools to report and block the perpetrator.

DON’T deny your child access to the device or service. They may feel punished 

when they're already the victim.

DON’T retaliate.



Advice- Abide by the age restrictions

Chat Apps

 Whats app – 16+

 Omegle- 13+

 Snapchat-13+

 Telegram 16+

 Facebook messenger-13+

 Discord- 13+

 Kik 13+

 Viber 13+

Social Media

 Facebook – 13+

 Instagram- 13+

 Snapchat-13+

 Tiktok- 13+

 Twitter-13+

 Wink- 13+

Age ratings and features - Get to know the age ratings of the apps that your child uses. Many 

have a minimum age of 13 years old to be able to sign up, but you should check the age rating 

of individual apps to make sure.

Don’t forget that you know your child best, and you might decide that they need to be a little 

bit older before it’s suitable for them.



Randomised chat forums 
and apps

 There are several sites and apps 
where the main aim is to 
randomly connect you to other 
users, this can be via text but also 
sharing images and videos as well 
as livestreaming. Many of these 
sites are designed for adults, 
however without age verification 
procedures in place young users 
can easily gain access.

 There is a high risk that children 
could come across inappropriate 
or explicit behaviour on this type 
of platform, as well as young 
people being contacted by adults 
they don’t know. Monkey and 
Omegle are examples of this type 
of app.

Disappearing messages

 Many chat apps now have disappearing message 
functions. This means that once a message has been 
viewed, or after a certain amount of time, it will 
disappear recipient's device. This type of message 
has additional risks for young people:

 This could give young people a false view that it is 
safe to share more risky content as it will disappear. 
However, the recipient can still screenshot or record 
the content before it disappears without the 
sender’s knowledge or consent.

 Disappearing messages also make it harder to report 
inappropriate contact or content and makes it more 
difficult for enforcement agencies to capture 
evidence of child exploitation or abuse, such as 
grooming.

 Young people may feel that there is less risk of 
getting caught using disappearing messages which 
can encourage peer on peer abuse and bullying.



Gaming chats

Many gamers use chat apps to connect with 

other players whilst playing games, or to swap 

tips and advice with other players in game-

specific chats. These chat apps are separate 

from the gaming platform (such as PlayStation). 

These chat apps are also used for more than 

just gaming chat, so it is important to discuss 

with your child about content they might see or 

be asked to send and what might happen to 

content that is shared.

Discord is very popular with gamers. They have 

a Parent’s Guide and have three main 

recommendations help keep your child safe 

using the app.

1.Choose a secure, strong password.

2.Set who can send you direct messages and 

friend requests.

3.Block inappropriate content.

Review the location settings

Remind them, and explain why, they shouldn’t share 

location on posts, or public forums and chats, videos or 

with people they don’t know. Review the location 

settings on their favourite app or game and talk to 

them about what they’re sharing online.

Sometimes it might be appropriate for your child to 

share their location with a trusted adult or friend. For 

example, if they’re travelling home alone or arranging 

to meet a group of friends outside school, then it can 

be a good way to help keep them safe.

 Remember: If children share their location 

publicly, it could be seen by someone they don’t 

know.









Age Specific guide

0-5 year olds

 Explore together

 Be involved

 Put yourself in control

 Search safely 

 Use 

Passwords/passcode

 Use age appropriate 

sites and apps

 Set clear boundaries

6-10 year olds

 Explore together

 Agree Boundaries

 Put yourself in control

 Search safely 

 Talk to siblings

 Stay involved

 Use airplane mode

 Check if it’s suitable

11-13 year olds

 Have free and frank 
discussions

 Manage their devices

 Put yourself in control

 Stay safe on the move

 Have an agreement

 Start discussion about 
social networking early

 Keep private 
information private

 Check age ratings



Loxford Top-Tips
 Keep the computer in a high-traffic area of your home. 

 Establish limits for which online sites children may visit and for how long. 

 Monitor use of mobile phones, gaming devices, and laptops. 

 Surf the Internet with your children and let them show you what they like to do 
online. 

 Know who is connecting with your children online and set rules for social 
networking, instant messaging, e-mailing, online gaming, and using webcams. 

 Check the browser search history on a regular basis. 

 Know that no filter or parental controls tool is 100% effective, and many of the 
risks that young people face online are because of their own and other’s 
behaviour. 

 Agree what you expect your child to do if they see something online that they 
don’t like. 

 Create a family agreement for internet use, such as on 
http://www.childnet.com/resources/know-it-all-for-parents/kiafp-cd 



Click here!

Discussion Starters

• What are your favourite things to do 

online? 

• What is personal information? Why 

should you keep it private? 

• What could you do to be safer online? 

• What would you do if anyone online 

asked to meet you face-to-face? 

• Besides me, who do you feel that you 

can talk to if you are in a scary or 

uncomfortable situation? 

• Do you use IM or chat rooms to talk to 

your friends and others? 

• How many people do you have on your 

buddy/contact list(s) and who are they? 

• Have you ever chatted with someone 

you did not know in real life? What 

kinds of things did you talk about? 

• Do you know how to block others in 

chat rooms and IM? Can you show me 

how to do this? 

E-Safety Workshop 2022/Let's Talk About Life Online.pdf
E-Safety Workshop 2022/Let's Talk About Life Online.pdf
E-Safety Workshop 2022/Let's Talk About Life Online.pdf


Click here!

E-Safety Workshop 2022/Family Agreement.pdf


Click here!

https://www.internetmatters.org/parental%20controls/


Click me!

https://www.childnet.com/help-and-advice/how-to-make-a-report/


Click me!

https://www.taminggaming.com/




Where does your tech live overnight? 

www.sleep.org say that having tech in the bedroom: 

Suppresses melatonin – the chemical that helps you sleep 

Keeps your brain alert – late night Candy Crush sessions 

can make it harder for your brain to relax! 

Wakes you up – even if you are not using it. 

“About 72 percent of children ages six to 17 sleep with at 

least one electronic device in their bedroom, which leads 

to getting less sleep on school nights compared with other 

kids, according to their parents.” 

Last Thoughts



Any Questions?

Thank you for attending this afternoon 

session

 Could you please fill out the computing and online safety survey. This will 

inform us of our next steps for the primary phase. 


